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Abstract

In response to the growing cybersecurity problem, this study presents an innovative approach using virtual reality to train
individuals in reducing the risk of cyberattacks. The research involved adult participants with or enrolled in higher educa-
tion studies, who participated in a virtual reality task that simulates a typical workday in a corporate setting. Participants
were divided into three groups: a control group engaged in tasks without cybersecurity threats, and two experimental
groups exposed to cybersecurity threats, but one with feedback on performance and the other without feedback. By
comparing the control group with the experimental groups, the findings suggest that virtual reality is a promising tool for
delivering immersive and ecologically valid cybersecurity training. The presence of performance feedback within these
simulations was crucial for participants to better comprehend the complexities of cyber threats. Additionally, within the
experimental groups, risky behaviors displayed during the virtual tasks, along with participants’ age, emerged as predictors
of their attitudes toward cybersecurity and cybercrime in organizational settings. In conclusion, by taking advantage of
this cutting-edge virtual reality approach, individuals, businesses, and governments can foster more secure cybersecurity
practices, contributing to a safer digital landscape for everyone.

Keywords Cybersecurity - Virtual reality - Social engineering - Phishing - Simulation

1 Introduction

In today's fast advancing technological landscape, one of
the most pressing challenges is the rise of the internet of
things or cyber-physical systems (Arpaci and Sevinc 2022).
The demand for strong cybersecurity has reached a critical
juncture as devices link up, new pathways for cyber threats
emerge, heightening the importance of safeguarding sensi-
tive data and vital infrastructure through robust cyberse-
curity measures (Arpaci and Sevinc 2022; AlDaajeh et al.
2022; Zwilling et al. 2022).
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During the COVID-19 pandemic, cybersecurity threats
rose due to increased hacker activity owing to the expan-
sion of remote work (Choudhary et al. 2022; Corallo et al.
2022). Endpoints shifted from devices to people, amplify-
ing vulnerability for both individuals and organizations
(Choudhary et al. 2022; Corallo et al. 2022; Zwilling et al.
2022). The consequences of inadequate cybersecurity are
far-reaching, impacting the global economy (Cremer et al.
2022; Malik et al. 2020).

Recent studies highlight a crucial focus: the human
dimension in cybersecurity (AlDaajeh et al. 2022; Cains et
al. 2022; Corallo et al. 2022; Fatokun et al. 2019; Veneruso
etal. 2020). This approach redefines the traditional machine-
centric view, acknowledging humans' multifaceted roles as
users, defenders, and attackers (Cains et al. 2022).

The human factor, both its behavioral aspects and the
individual characteristics, poses the greatest risk in cyberse-
curity, potentially opening critical systems to unauthorized
access (Algahtani 2022).

From a behavioral prism, users misbehave resulting from
risky practices, lack of online knowledge, or resistance to
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comply with security procedures can cause serious prob-
lems (Ansari 2022). Cybercriminals leverage these vulner-
abilities through action like phishing (Fatokun et al. 2019;
Veneruso et al. 2020), vishing (Alsharif et al. 2021; Ansari
et al. 2022; Patel et al. 2023), and by exploiting unattended
computers (Branley-Bell et al. 2022; Kautwima et al. 2021).

Phishing is a type of social engineering attack in which
criminals send fake emails (Alsharif et al. 2021; Patel et al.
2023), where simple actions like opening suspicious email
attachments or falling for phishing links can pave the way
for cyber breaches (Fatokun et al. 2019). Cybercriminals
can collect specific data about their targets, enhancing the
appeal and persuasiveness of their messages (Xu et al.
2023).

Vishing is a variation of phishing attacks, in which phone
calls are used to deceive victims (Alsharif et al. 2021; Ansari
et al. 2022; Patel et al. 2023). These tactics further diversify
cybercriminals' approaches to compromising sensitive data
(Alsharif et al. 2021; Ansari et al. 2022; Patel et al. 2023).

The end-user behaviors like leaving computers unat-
tended were identified as other typical occurrences (Bran-
ley-Bell et al. 2022; Kautwima et al. 2021). It is common
that unattended computers are left with active sessions,
making them vulnerable to insider threats, and potentially
leading to unauthorized access and data breaches (Kaut-
wima et al. 2021).

Identifying misbehaviors as vulnerable aspects and pro-
moting protective behaviors is a cornerstone to safeguard
individuals and organizations from cyber threats (Alqahtani
2022; Nunes et al. 2021). Cybersecurity awareness train-
ing seems to be vital for educating users about risks and
consequences of engaging in unsafe cybersecurity behavior
(Nunes et al. 2021; Zwilling et al. 2022), empowering them
to make informed decisions and defend themselves against
cyber threats (Ansari et al. 2022).

Within this context, some groups of researchers have pro-
posed innovative gamification methods for cybersecurity
training and behavioral change (Khan et al. 2022; Matovu
et al. 2022; Veneruso et al. 2020). However, the prevailing
emphasis is on nonecological gamification methodologies,
as observed in the study by Adinolf et al. (2019). These
authors tested an interaction with a virtual agent where
metaphors were translated into cybersecurity concepts. This
approach, while providing valuable learning experiences,
does not entirely replicate real-life cyber threats (Seo et al.
2019).

This suggests the need for new cybersecurity strate-
gies and education approaches with an ecological valence
(AlDaajeh et al. 2022; Corallo et al. 2022). To address this
gap, Seo et al. (2019) developed a Virtual Reality (VR)-
based ecological training of security skills for students
and professionals in the field of cybersecurity. The authors
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attempted to augment the cyber infrastructure, yet they
neglected the behavioral aspects of interactions. Also, their
research primarily concentrated on a specific professional
group, namely cybersecurity professionals.

Besides behavioral aspects, human factors such as age
seem to play an important role on cybersecurity perceptions,
attitudes and behaviors (Alsharida et al. 2023; Fatokun et al.
2019; Lee and Chua 2023). Older users demonstrate greater
awareness and familiarity with cyber-threats, yet exhibit
lower likelihood to keep their devices safe when compared
to younger users (Branley-Bell et al. 2022; Fatokun et al.
2019). Yet, some authors have not found any significant
effect of age (Ugwu et al. 2022; Zaoui and Sadqi 2023).

Furthermore, as cybersecurity threats grow in complex-
ity, the integration of advanced technologies such as Arti-
ficial Intelligence (Al), Blockchain, and Cloud Computing
has significantly reshaped the threat landscape, especially
in emerging digital ecosystems like the Metaverse (Radan-
liev 2024a, b). These technologies not only offer innovative
defenses, such as Al-driven predictive models and quantum-
resistant blockchain infrastructures, but also introduce new
vulnerabilities and regulatory challenges that demand pro-
active and human-centered responses (Radanliev 2024a).
Within this shifting paradigm, immersive simulation-based
training can serve to educating users about real-world threats
rooted in advanced infrastructures and reinforcing secure
behavioral patterns. In particular, the Metaverse highlights
the urgent need for ecologically valid training approaches
that anticipate cross-platform, cross-border risks involv-
ing cloud infrastructure, decentralized networks, and user
data privacy (Radanliev 2024a). Recent work by Radan-
liev (2024b) underscores the need for cybersecurity strate-
gies that are adaptive, sector-specific, and psychologically
informed. As digital security culture shifts from reactive to
proactive models, incorporating real-time threat detection,
zero-trust principles, and behavioral change techniques,
training interventions must evolve accordingly. Psychologi-
cal ownership of data, the feeling of control and responsi-
bility over one’s digital footprint, is emerging as a critical
factor in motivating secure behavior (Radanliev 2024b).
VR-based simulations, by immersing users in realistic and
personally relevant security scenarios, may cultivate this
sense of ownership while closing the gap between security
intentions and actual practices.

The first objective of this study is to push the boundar-
ies of gamification by taking hold of VR to create a more
immersive and engaging simulator experience on cyberse-
curity threats where risky behaviors could be tested within
an ecological setting that aims at replicating a real-life con-
text (Clarke 2021; Personeni and Savescu 2023; Yunchao et
al. 2023), fostering a deeper understanding of cybersecurity
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risks, ultimately leading to a reduction in risky behaviors
(Seo et al. 2019).

Additionally, as demonstrated by previous research
(Svabensky et al. 2022), the delivery of personalized, tar-
geted instruction and feedback plays a crucial role in boost-
ing the effectiveness of cybersecurity training programs. As
such, the second objective is to test a simulator that effec-
tively raise awareness and promote the reduction of risky
behaviors by adding feedback to the experience. This feed-
back mechanism may help participants comprehending the
relevance of the VR application in relation to cybersecurity.

Following this avenue, the third objective of this study is
to show that the risky conduct displayed by lay individuals,
who are not cybersecurity professionals, within the VR eco-
logical-based application, along with the age of participants,
can act as predictors for attitudes toward cybersecurity and
cybercrime.

2 Method
2.1 Sample

For the first and second objectives, an a priori power
analysis was conducted using G*Power version 3.1.9.7
(Faul et al. 2007) to determine the minimum sample size
required for a F-test Multivariate Multiple Linear Regres-
sion (MMLR), with two predictors and assuming a medium
effect with a statistical power of 0.80, at a significance cri-
terion of ¢=0.05, was 68. For the third objective the same
procedure was conducted for a r-test Ordinary Least Squares
(OLS) Regression with three predictors, and the sample size
required was 43.

The sample for this study comprised 70 undergraduates
or higher education adults. The mean age was 22.81 years
(£7.04). 57.1% participants were female.

To carry out the present study, three conditions were
established. In the first condition (C1), a group of par-
ticipants engaged in a virtual reality task (see Design and
Procedures section) without cybersecurity threats pres-
ent (n=24). In the second condition (C2), a group of par-
ticipants performed a similar task, but with cybersecurity
threats in place (n=23). Lastly, in the third condition (C3),
the participants completed the same task as in the second
condition, but also received feedback on their cybersecurity
performance (n=23).

2.2 Measures

Questionnaire of socio demographic data (sex, age, civil
status, education, professional status, level of experience

with computers, how often video games are played, and
how often virtual reality is experienced).

Number of risky behaviors (NIR) committed within the
VR task, ranging from 0 to 5. These threats included three
phishing emails, a vishing phone call and leaving the work
computer active and accessible to others when leaving the
desk for few moments.

Experience questionnaire (EQ) was created for the pres-
ent study, and was based on Zwilling et al. 2022 study, with
six items and a Likert-type scale from 0 “Nothing” to 10 “A
lot”. The EQ evaluates cybersecurity awareness, knowledge,
and protection behaviors acquisition perception towards the
application in virtual reality. The EQ shows good internal
consistency within the present dataset (¢=0.96) as a one-
dimensional scale.

An adapted version of risky cybersecurity behaviors
scale (RScB), Portuguese version by Nunes et al. (2021).
This adapted version included the instruction “After the
experience in virtual reality you still consider:”, followed
by 20 items depicting several cybersecurity behaviors rated
in a Likert-type scale from 0 “Never” to 4 “Always”. The
internal consistency was good a=0.82 in the current sample.

Attitudes towards cybersecurity and cybercrime in busi-
ness (ATC-IB), Portuguese version by Nunes et al. (2021).
The ATC-IB consists of a 25 items scale aimed at the assess-
ment of engagement and awareness regarding cybersecu-
rity, rated in a Likert-type scale from 1 “Totally Agree” to
4 “Totally Disagree”. The internal consistency found in the
current sample was also good (a=0.76).

2.3 Design and procedures

This study (Fig. 1) was approved by the ethics committee
of the School of Psychology and Life Sciences of Lus6-
fona University (CEDIC-2023-1-10) and was carried out
in the Experimental Psychology Laboratory of HEI-Lab at
the Lusofona University, in a 3 x3 m room. Sampling took
place between May 2023 and July 2023.

Sample recruitment was conducted at the Lus6fona Uni-
versity campus, and potential participants willing to enroll
in the study were invited to schedule a session. Inclusion
criteria included participants over 18 years old and native
Portuguese speakers. Pregnant participants or participants
that previously experienced cybersickness were excluded
from the study.

Participants were randomly assigned to a control group
(Cl1), an experimental group without feedback (C2), and
an experimental group with feedback (C3). All participants
were given an informed consent form, describing the inclu-
sion and exclusion criteria. Participation was voluntary and
data anonymity and confidentiality was warranted. Partici-
pants were informed that the main objective was to replicate
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Fig. 1 Procedure flow of the present virtual reality cybersecurity study
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Fig. 2 Sample of the virtual reality business environment (a: shared
workspace with male and female colleagues in a business environ-
ment; b: replying to emails, including phishing attempts; ¢ handling

in virtual reality a typical workday in an office setting to
access their opinion on that experience, and filled a ques-
tionnaire regarding demographic data on Qualtrics.

After that, and under the supervision of a qualified tech-
nician, each participant engaged in a 10-min virtual reality
task, with hand tracking, using the VR Quest 2. The task
simulates a typical workday in an office setting, starting
with a tutorial to familiarize participants with the virtual
environment. After completing the tutorial, participants
were transferred to a business environment, sharing a room
with a female and a male colleague (Fig. 2a). Participants
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phone calls, including vishing phone calls; d: leaving the computer
unattended and accessible by others while performing other tasks)

completed various tasks in an office environment, such as
replying to emails (Fig. 2b), answering phone calls (Fig. 2¢),
and leaving their work desk while carrying out other tasks
(Fig. 2d).

The control group (C1) engaged on neutral tasks, whereas
the experimental groups (C2 and C3) engaged in the same
neutral tasks, with additional cybersecurity threat interac-
tions. Participants in the experimental group with feedback
(C3) received feedback, upon experience’s conclusion, on
what they did wrong, explaining why that was considered
incorrect and what was the right thing to do.
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Upon completion, all participants returned to the Qual-
trics platform and filled in the EQ, RScB, and ATC-IB
questionnaires. Lastly, participants received a debriefing
highlighting the real objective of the study. The entire pro-
cedure took approximately 30 min to complete.

2.4 Statistical analysis

Regarding the statistical analysis, we began by conducting a
preliminary analysis to identify potential confounding vari-
ables. Subsequently, we performed a MMLR to examine the
effects of the independent variables on two criterion vari-
ables (RScB and EQ). This method was chosen to assess
how the predictors jointly impact several criterion variables,
while also considering the relationships among those out-
comes. An analogic stepwise backward selection procedure
was employed to address potential confounding variables,
with the goal of including the most relevant predictors while
simplifying the overall model.

Finally, we conducted an OLS Regression using only
participants from the experimental groups (C2 and C3),
again applying the same stepwise backward selection pro-
cedure to account for confounding variables. This analysis
was used to assess the effects of the independent variables
on ATC-IB.

All analyses were conducted in IBM SPSS, with a sig-
nificance level set at a=0.05.

3 Results

Prior to analysis to confounding variables, was confirmed
no statistically significant differences were found between
the three conditions regarding sex (x*(2)=1.12, p=0.572),
age (F(2, 69)=0.46, p=0.635), civil status (y*(6)=6.16,
p=0.405), education (y%(6)=3.27, p=0.775), professional
status (y%(6)=7.78, p=0.255), level of experience with
computers (£(2, 69)=0.12, p=0.891), how often play video
games (F(2, 69)=1.01, p=0.368), and how often experi-
ence virtual reality (F(2, 69)=0.61, p=0.545).

Regarding the first objective, a MMLR was carried out
with the three conditions under investigation (C1, C2, and
C3, with C3 as the reference category) as predictors, and
RScB as the criterion variable. The model explained 12.8%
of the total variance of the RScB (Adjusted R*=0.13 (F(2,
67)=6.05, p=0.004). The experimental condition with feed-
back (C3) towards the control condition with only neutral
tasks (C1) (B=0.43, p=0.001) yielded significant predictive
results. condition However, no significant predictive results
were observed when compared with the condition without
feedback (C2) (B=0.11, p=0.412).

Regarding the second objective, the same MMLR was
carried out with the three conditions under investiga-
tion (C1, C2, and C3, with C3 as the reference category)
as predictors, and EQ as the criterion variable. The model
explained 12.8% of the total variance of the EQ (Adjusted
R*=0.13 (F(2, 67)=6.06, p=0.004). The experimental con-
dition with feedback (C3) towards the control condition with
only neutral tasks (C1) (3=-0.43, p=0.002), and towards
the condition without feedback (C2) (B=-0.35, p=0.008)
yielded significant predictive results.

Regarding the third objective an OLS Regression was
carried out with both experimental conditions (C2 and C3),
NIR, the confounding variable age and the experimental
condition as a dichotomous variable without feedback (C2)
and with feedback (C3) as predictors, and ATC-IB as the
criterion variable. The model explained 21.2% of the total
variance of the ATC-IB (Adjusted R>=0.21 (F(3, 42)=5.04,
p=0.005). NIR (B=-0.41, #(42)=-3.03, p=0.004), and age
(B=0.37, 1(42)=2.77, p=0.008) yielded significant predic-
tive results towards ATC-IB. The experimental conditions
without feedback (C2) and with feedback (C3) (B=0.06,
#(42)=0.44, p=0.661) yielded no significant predictive
results.

4 Discussion

The findings of this study seem to shed some light on sev-
eral critical aspects of cybersecurity awareness and training.

The first objective of the study was to explore the poten-
tial of using VR to create an immersive and engaging simu-
lating experience. The results demonstrate that incorporating
VR into cybersecurity training, as Seo et al. (2019) did, but
for individuals that are not cybersecurity professionals,
may enhance bring into play the ecological factor (Clarke
2021; Personeni and Savescu 2023; Yunchao et al. 2023).
This immersive approach is central as it replicates specific
real-world scenarios, allowing participants to experience
cybersecurity challenges firsthand, which could signifi-
cantly improve their ability to recognize and respond to real
cyber threats effectively. This outcome may underscore the
critical role of organizational culture and awareness in fos-
tering secure cybersecurity practices among employees. It
highlights the viability of adopting an ecological simulation
training approach, which may effectively demonstrate the
real-world impact of risky behaviors and their consequences
at both personal and organizational levels. Further investi-
gation is needed to assess the extent to which integrating
VR into cybersecurity training could act as a complement or
as a surrogate for traditional cybersecurity training.

Our second objective was to emphasize the importance of
feedback in the efficacy of cybersecurity training programs.

@ Springer



150 Page 6 of 8

Virtual Reality (2025) 29:150

The results suggest that providing personalized, targeted
instruction, and feedback may significantly improve the
participants' overall experience of training regrading cyber-
security awareness and risk-reduction behaviors. Feedback
is a powerful tool that helps participants comprehend the
relevance and implications of their actions within the VR
environment. This understanding may translate into bet-
ter cybersecurity practices and a more cautious approach
towards potential threats, congruous with Svabensky et al.
(2022). These findings underscore the significance of feed-
back as an effective tool, fostering participants' comprehen-
sion of the relevance and implications of their actions in
a VR environment. However, further longitudinal data is
needed in order to fully understand the pivotal role it plays
in the effectiveness of cybersecurity training programs.

The third objective of this study emphasizes how risky
conduct and age predicts the attitudes, of individuals that
are not cybersecurity professionals, toward cybersecurity
and cybercrime. Our research indicates that engaging in
risky behaviors diminishes positive attitudes toward cyber-
security and cybercrime. Moreover, concerning age, being
older seems to positively shape these attitudes. These age-
related results align with previous research (Branley-Bell
et al. 2022; Fatokun et al. 2019), highlighting the impor-
tance of age as a factor when promoting secure practices
among younger employees. The findings accentuate the
relevance of exposing individuals to day-to-day scenarios,
where they can learn from their mistakes, fostering changes
in decision-making and attitudes regarding cybersecurity. In
addition, since no differences were found between feedback
strategies in predicting attitudes toward cybersecurity and
cybercrime, these results suggest that the VR simulation
experience could be useful not only as a training tool but
also as an assessment tool. It could potentially be used to
predict attitudes toward cybersecurity and cybercrime dur-
ing the interview and recruitment process. However, further
studies involving non-cybersecurity professionals working
within the same company are needed.

Nevertheless, the current study is not free from method-
ological limitations that require further studies. Its cross-
sectional design and the absence of a baseline assessment
of the attitudes and risk cybersecurity behaviors hinders
the establishment of causality. Furthermore, the conve-
nience sampling method used to recruit participants and
the non-representativity of the samples included in this
study requires that the generalization of findings be made
with caution. On the other hand, the present VR simula-
tion approach, focusing on the human element, serves as a
promising strategy to address the growing need for effec-
tive cybersecurity training. By providing participants with
hands-on experiences in dealing with cyber threats, the
study contributes to closing the gap between theoretical
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knowledge and practical application, but also, by accessing
and giving feedback on real behavior. Bridging this gap is
essential, as the main challenge in cybersecurity awareness
lies not in lacking essential knowledge but in applying that
knowledge effectively in real-world situations.

The findings resonate with Radanliev’s (2024b) broader
call for holistic, sector-aware, and psychologically grounded
approaches to digital security. As the study of psychologi-
cal ownership, behavioral intention gaps, and proactive
security culture gains prominence, VR training offers a
powerful platform for integrating these insights into prac-
tice. Furthermore, gaining added relevance in light of recent
advancements in cybersecurity involving Al, blockchain,
and cloud-based systems, especially as they relate to emerg-
ing digital infrastructures like the Metaverse. The dynamic
nature of these technologies introduces not only new defen-
sive capabilities, such as Al-enhanced threat prediction and
blockchain’s quantum-resistant frameworks, but also new
behavioral and regulatory challenges. As cloud adoption
accelerates and single-provider dependencies become wide-
spread, a human-centric and ecologically grounded training
approach becomes critical to mitigating emerging risks.

By fostering realistic, embodied experiences of threat
detection and response, such simulations align with the trend
toward dynamic, continuous, and trust-centered cybersecu-
rity strategies. Moreover, VR-based approaches may help
bridge the persistent gap between awareness and action,
a gap that remains a key vulnerability across businesses,
allowing lay individuals to rehearse and internalize secure
behaviors within realistic digital environments, potentially
extending their value beyond traditional corporate training
to future-facing digital platforms and infrastructures.

This approach may not only raise awareness but also fos-
ters a deeper understanding of the importance of adhering
to cybersecurity protocols and best practices. Ultimately,
a comprehensive training can help create a stronger cyber-
security culture within companies and improve overall
cybersecurity posture, reducing the likelihood of successful
cyberattacks and safeguarding sensitive information.
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