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Abstract

This paper presents the development of Xperis, an innovative system for managing and
storing data from Multimodal Human-Computer Interaction (MHCI) experiments. The plat-
form is designed to integrate with various data capture sources, ranging from questionnaires
to 3D simulations, via a robust REST API that ensures secure and efficient communication
between systems. One of Xperis’ key strengths is its extensible architecture, which supports
any data format through customisable plugins. These extensions enable flexible data visual-
isation and export, allowing adaptation to the specific needs of each experiment. To assess
its effectiveness, integration tests were conducted in collaboration with the HEI-Lab team,
using an interactive simulation environment developed with the Unity engine and .NET. The
results demonstrated the system’s flexibility and reliability in collecting, organising, and pro-
cessing multimodal data. Thus, Xperis establishes itself as an essential tool for researchers
and developers, offering a centralised and scalable solution for human-computer interaction

experiments.

Keywords data management, systems development, MHCI, multimodal human-computer
interaction, data types, extensible architecture, visualisation plugins, systems integration,
API, REST






Resumo

Esta dissertacao apresenta o desenvolvimento do Xperis, um sistema inovador para o geren-
ciamento e armazenamento de dados de experimentos em Interacdo Humano-Computador
Multimodal (MHCI). A plataforma foi concebida para integrar-se a diversas fontes de cap-
tura de informacoes, desde questionarios até simula¢ées em 3D, por meio de uma API REST
robusta, assegurando comunicagao segura e eficiente entre os sistemas. Um dos diferenciais
do Xperis é sua arquitetura extensivel, que oferece suporte a qualquer formato de dados por
meio de plugins customizaveis. Essas extensoes possibilitam a visualizacdo e exportacao dos
registros de forma adaptavel as necessidades especificas de cada experimento. Para validar
sua eficicia, foram conduzidos testes de integragao em colaboracao com a equipe do HEI-
Lab, utilizando um ambiente de simulagdo interativa baseado na engine Unity e .NET. Os
resultados evidenciaram a flexibilidade e confiabilidade do sistema na coleta, organizagao e
processamento de dados multimodais. Assim, o Xperis se consolida como uma ferramenta
essencial para pesquisadores e desenvolvedores, proporcionando um ambiente centralizado e

escalavel para experimentos de interacao humano-computador.
Palavras-chave gerenciamento de dados, desenvolvimento de sistemas, MHCI, interagao

multimodal homem-computador, tipos de dados, arquitetura extensivel, plugins de visualiza-

¢ao, integragao de sistemas, API, REST
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Chapter 1

Introduction

Over the past few decades, there has been a signi cant increase in computing power and
network bandwidth. This has led to a shift in the computing industry from traditional local
applications to services delivered through cloud computing, with a focus on making technology
more human-centered (Pantic et al., 2008; Pantic and Rothkrantz, 2003). As a result, there
has been a rise in research on multimodal human-computer interfaces (MHCI).

MHCI, according to Pantic et al. (2008), unlike traditional interfaces such as keyboards and
mice, interacts with users using natural modalities such as facial expressions, body gestures,
and verbal and non-verbal vocal cues. The goal is to simplify the use of the computer system,
reduce user distraction, and enhance user satisfaction and productivity. Consequently, MHCI
is seen as a necessary step towards future pervasive systems (Jaimes and Sebe, 2007; Pantic
and Rothkrantz, 2003).

However, the development of MHCI presents challenges. According to Pantic et al. (2008,
2007), the diculty arises from two main issues. First, interpreting human behavior and
modeling multimodal human-computer dialogue are closely tied to context sensing. Secondly,
constructing MHCI systems involves a lengthy development and design process to identify
requirements and transpose them into a useful and concise interface, as well as making it
accessible to all experiment-evolving sta .

In turn, the process of designing and developing web systems is a complex and challenging
endeavor, in uenced by various factors with potentially con icting needs, as mentioned by
Cloyd (2001), Ivory and Hearst (2002), and Siegel (2003). Ensuring scalability is a critical
consideration, addressing the system's ability to handle new requirements, increased content,
higher usage, and security needs. However, the growth of web applications brings challenges
such as reliability issues, usability problems, and security breaches that demand careful at-
tention (Williams, 2000).

As Becker and Berkemeyer (2002) said, web development faces a shorter time frame to
deliver applications with a focus on enhanced reliability, performance, and security, given
the increasing mission-critical nature of web-based systems. Usability is a key concern, as
meeting the diverse expectations of users with varying skills is a challenging task, involving
factors such as design layout, consistency, accessibility, navigation, personalizing, and more.
Additionally, making web content universally accessible, especially for disabled users, presents
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a development challenge, with slow adoption of standards and technologies to support acces-
sibility.

Localization, involving adapting web applications for di erent countries, adds another
layer of complexity beyond simple language translation. Terms such as scalability, reliability,
availability, maintainability, usability, and security are crucial to describe the architectural
gualities of a web system (Williams, 2000). The challenge extends to ensuring continuous op-
eration (24/7/365) and compatibility across various browsers and client devices. Furthermore,
complexities increase when designing web applications for mobile and device-independent op-
erations, requiring new testing and validation approaches (Murugesan and Venkatakrishnan,
2005). Stakeholder considerations, including system maintainers, organizations, and funders,
add additional challenges to the design and development of sustainable web systems.

In this dissertation, we address the challenge of developing a full-stack web application
to manage the content generated from MHCI experiments. These contents are of di erent
types, such as answers to questionnaires, actions taken by users in the context of the exper-
iments, biofeedback data (EEG data, for example), audio and/or video. It basically consists
of an Application Programming Interface (API) so that the data from the experiments can
be archived, a front-end for accessing the data, and a backend for managing experiments,
responsibilities, users and data. In addition to being made available in open source form for
use by the scienti c community.

This dissertation is organized as follows. Chapter 2 provides an overview of the literature
on experiment data management systems. Chapter 3 describes the methodology used in the
development of the system, including the data model used in the system and the system's
features and functionality. Chapter 4 presents the results of the system's implementation and
evaluation. Finally, Chapter 6 concludes the paper and discusses future work.



Chapter 2

Background

In the contemporary software industry, e ective management of experimental data poses
a signi cant challenge. The use of web interfaces for data storage and management has
emerged as a notable trend in response to this challenge. This chapter explores di erent
strategies used by researchers and developers to streamline the handling of experimental data
through Web interfaces. From user-friendly interfaces to robust backend architectures, these
solutions share a common objective: to optimize the process of managing experimental data
using Web technologies.

The examination commences with the work of Morrell et al. (2017), which introduces
the Experiment Data Depot (EDD), an online tool designed to serve as a repository for
experimental data and metadata within the realm of synthetic biology. In response to the
nascent ability to predict the outcomes of biological designs despite enhanced e ciency in
their production, EDD addresses the critical need for large quantities of high-quality data
for the parameterization and testing of predictive models. The platform o ers a user-friendly
interface for uploading various data types, facilitating data visualization, and supporting
standardized data export for use in predictive algorithms. The paper delineates the features
of EDD and demonstrates its e cacy through three distinct use cases: storage of characterized
synthetic biological parts, leveraging proteomics data to enhance biofuel yield, and utilizing
extracellular metabolite concentrations to predict intracellular metabolic uxes.

Schipor and Vatavu (2023) introduce GearWheels, a software tool designed for conducting
studies on gesture input with wearables, encompassing devices such as smartwatches, rings,
and glasses. Noteworthy for its event-based asynchronous software architecture, GearWheels
is exclusively implemented with web standards, communication protocols, and data formats.
This design choice renders GearWheels highly exible, allowing seamless support for a variety
of wearables through HTTP and WebSocket communications. Setting itself apart from previ-
ous tools dedicated to gesture acquisition, elicitation, recognition, and analysis, GearWheels
adopts a web-based, wearable-oriented, and experiment-centered architectural approach. The
paper provides a practical illustration of GearWheels' capabilities by demonstrating touch
stroke-gesture and motion-gesture input acquisition using devices a xed to the index nger,
wrist, and temple of glasses. Additionally, a technical evaluation in the form of a simulation
experiment is conducted, reporting the request-response time performance of GearWheels'
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software components when paired with o -the-shelf wearables. GearWheels is available as
open-source software, aiming to support researchers and practitioners in the implementation
of studies focused on gesture input with wearables.

In turn, Shen and Pantic (2013) introduce the HCP Framework, a software system de-
signed to advance development and research in the realm of MHCI systems. The framework
adopts a publish-subscribe architecture, incorporating a shared-memory-based data transport
protocol for message delivery and a TCP-based system management protocol to ensure run-
time system structure integrity. With the incorporation of bridging modules, the framework
achieves interoperability with other software frameworks, including Psyclone (Machines, 2007)
and ActiveMQ (Apache, 2009). This work not only focuses on the core communication mid-
dleware but also presents the framework's integrated development environment (IDE). This
IDE o ers a comprehensive graphical environment to support all stages of a typical MHCI
system development process, encompassing module development, debugging, packaging, and
management, as well as overall system management and testing. Furthermore, the paper
provides an example of a complete system developed using the framework - the CamGame
system. This system, representing a computer game based on handheld markers and low-cost
cameras, serves as a practical demonstration of the framework's capabilities in facilitating the
development of complex MHCI applications.

Fdez-Riverola et al. (2012) introduce AlBench, a Java (Oracle Corporation, 2012) desktop
application framework developed by the SING group in Ourense, Spain, with a primary focus
on scienti ¢ software development. Aimed at bolstering the productivity of research groups,
AlBench follows the Model-View-Controller (MVC) design pattern, enabling programmers to
construct applications utilizing only three key concepts: operations, data types, and views.
The framework encompasses a wide array of functionalities commonly found in scienti c
applications, such as user parameter requests, logging facilities, multithreading execution,
experiment repeatability, and the generation of graphical user interfaces. AlBench is designed
with an emphasis on simplicity, o ering a streamlined approach to application development
within the scientic domain. AlBench adopts a plugin-based architecture, facilitating the
incorporation of various functionalities but also allows for the assembly of new applications
by reusing modules from prior development projects. This modular structure aligns with the
evolving nature of scienti c research, o ering exibility and adaptability for diverse research
requirements.

Lastly, Soleymani et al. (2012) presents MAHNOB-HCI, a meticulously recorded multi-
modal database in response to a ective stimuli, speci cally designed to advance research in
emotion recognition and implicit tagging. The database encompasses a multimodal setup,
facilitating the synchronized recording of face videos, audio signals, eye gaze data, and phys-
iological signals from the peripheral and central nervous systems. Twenty-seven participants,
representing diverse genders and cultural backgrounds, took part in two experiments. In the
initial experiment, participants viewed 20 emotionally charged videos, providing self-reported
assessments of their felt emotions. Parameters such as arousal, valence, dominance, and
predictability, along with emotional keywords, were used for this evaluation. The second ex-
periment involved presenting short videos and images without any tags initially, followed by



their display with either correct or incorrect tags. The participants then assessed agreement
or disagreement with the presented tags. The recorded videos and bodily responses under-
went segmentation and were meticulously stored in a database. Accessibility to the academic
community is facilitated through a user-friendly web-based system. The paper details the
analysis of the collected data, presenting results for both single-mode and modality fusion in
the context of emotion recognition and implicit tagging experiments. These results underscore
the potential applications of the recorded modalities and underscore the signi cance of the
emotion elicitation protocol used. The MAHNOB-HCI database stands as a valuable resource
for researchers exploring emotion-related phenomena and implicit tagging mechanisms.

The experiment data management software discussed in this dissertation, Xperis utilizes
some of the ideas discussed in these papers but uses di erent tools and technologies. There
are some similarities with EDD (Morrell et al., 2017), as both are web-based applications that
allow users to upload data and metadata from di erent formats, both support API interface
communication, and both provide a visualization option for recovery. However, the software
presented in this thesis is designed for Human-Computer Interaction (HCI) experiments, while
EDD is designed for synthetic biology experiments. GearWheels (Schipor and Vatavu, 2023)
also presents a web-based application for data collection, but it is designed for study of
gesture input with wearables, using an asynchronous software architecture based on events,
while Xperis employs a NoSQL database (Redmond and Wilson, 2012) and a monolithic
architecture (Fowler, 2002). Although GearWheels also supports human-computer interface
experiments, its main focus is in being a framework for communication between di erent
systems and an IDE for development. AlBench (Fdez-Riverola et al., 2012), although using
a Java programming language as utilized in Xperis, is a desktop application framework that
only allows programmers to construct applications using the functionalities commonly found
in scienti ¢ applications. And nally, MAHNOB-HCI (Soleymani et al., 2012) is a multimodal
database for a ect recognition and implicit tagging, but it is a database and not software for
experiment management.

Xperis stands out by integrating the strengths of the previously discussed systems into
a uni ed platform designed speci cally for Human-Computer Interaction (HCI) experiments.
While EDD is tailored to synthetic biology, Xperis adapts its web-based architecture to ac-
commodate the diverse requirements of HCI studies, o ering robust tools for real-time data
collection, organization, and visualization. By leveraging a NoSQL database, Xperis provides
scalable support for heterogeneous data types, enabling researchers to seamlessly store and
manage data from a variety of sources. This exibility makes Xperis particularly suited for
experiments that involve complex and multimodal datasets, a capability that sets it apart
from systems like GearWheels, which emphasize event-driven architectures but lack extensive
support for multimodal data integration.

Furthermore, Xperis enhances its functionality with a plugin-based approach, allowing
researchers to customize and expand the platform to meet speci ¢ visualization needs. For
instance, users can add specialized plugins to support advanced visualizations for unique data
types, such as physiological signals or interaction logs, facilitating deeper analysis and insight.
This modularity draws inspiration from AlBench's framework but extends it with a focus on
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ease of use and adaptability for non-programmers. Additionally, by incorporating multimodal
synchronization capabilities akin to MAHNOB-HCI, Xperis provides researchers with an all-
encompassing environment to analyze interactions across multiple channels. This combination
of exibility, scalability, and customization makes Xperis a comprehensive and versatile tool
for advancing HCI research.



Chapter 3

Methodology

Xperis is a complete web platform for managing HCI experiments. Through this plat-
form, HCI researchers and professionals can record experiments, manage the access of other
collaborators, include new questionnaires and interactions, collect data of various formats and
extract information in a simple and centralized way. The platform also provides a detailed
API for connecting through other devices to collect and retrieve recorded data.

In this chapter, in Section 3.1 we will outline the outcomes of requirement gathering
meetings with stakeholders categorized into Experiment Management, Data Storage, and
API. Section 3.2 presents the data model that has been implemented to fulll the HEI-
Lab requirements. This model serves as the foundation for managing and organizing data
e ectively. We also provide a comprehensive overview of the design of the application, as
detailed in Section 3.3, addressing the technologies employed in this design process, focusing
on their advantages and the motivations behind their selection. Additionally, we discuss the
rationale for opting for a NoSQL database and its speci ¢ advantages within the project.
Finally, in Section 3.5, we introduce the system's features and functionality, including the
graphical user interface Xperis HCI Portal and the API. This section will provide
an in-depth look at the web-based administrative portal and the service that facilitates the
transmission of data from experiment applications to the central database.

3.1 De nition of Application Requirements

During the rst half of 2021, several requirements gathering meetings were held with
stakeholders. These meetings were attended by the supervisor, co-supervisor and the HEI-
Lab team. The requirements were divided into 3 main distinct functionalities: Experiment
Management, Data Storage, and API.

3.1.1 Experiment Management

The application must provide an authentication system where it is possible to control
which users and institutions have access. For this, it must consider 3 pro les: Administrators,
Researchers and Assistants. Administrators should be able to:

" Log in;
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Create credentials for researchers and assistants. These will have an expiration date
that is also de ned by the administrators, and at any time, the administrator can select
a researcher and change the expiration date of their credential;

Recover passwords for researchers if they lose them;

Add new applications and institutions to the list or even remove them;
Associate or disassociate a researcher with an application;

Associate or disassociate a researcher with an institution;

Know how many people are using each application.

Researchers and assistants should be able to:

" Log in;

Change their passwords;

Manage participants: create participants, change their passwords, and assign them an
institution and/or application (that the experimenter are themselves assigned to);

Download experiment data.

On the other hand, data collectors will not have any interaction with the front end of the
web page. They will only use a researcher-provided credential and can only log in if the
researcher's credential is still valid. This is done through a unique ID stored with the rest of
the application data.

3.1.2 Data Storage
The system should allow storing di erent types of experiment data.

~ Applications should be able to send data to the server;

" Dierent types of data may be stored in a database (such as biofeedback data that is
produced in large quantities per second, audio, or even video);

" One application can use only one type of data or multiple types of data.

3.1.3 API

The API allows access to experiment data (via the authentication system). Its require-
ments are as follows:

" There are data that can only be accessed by the researcher accompanying the partici-
pant;

" The researcher can export data from any institution and application with which they
are associated. They can export data from one or more participants, and specify a time
frame of data to export;
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Figure 3.1 UML Class Diagram (Step 1): The rst 3 main classes: Experiment, Metadata and
Data.

" The administrator knows which researchers exported what data and when. The re-
searchers then assume responsibility for the security and privacy of the records they
have downloaded.

3.2 Data Model

The data model created to address the requirements of managing experiments relies heav-
ily on a structure encompassing the essential components of an HCI experiment, namely: a
detailed description of the experiment, the speci cation of data that will be collected, infor-
mation about the participants involved, and the actual data collected during the experiment.

Initially, to de ne an experiment, a detailed description of what it is intended to evaluate
and which researchers are involved is necessary. In addition, the researchers also have a fore-
cast of when they will start and nish the data collection phase. This data was incorporated
into the Experiment class.

However, an experiment does not always have only one type of data that will be collected.
One can, for example, collect personal data, biometric data, and responses to a behavioral
questionnaire. And for this reason it was necessary to create a new intermediary class for this
purpose, ExperimentMetadata

In compliance with the General Data Protection Regulation (GDPR), all participant data
stored in the system is anonymized and associated only with a unique, non-identi able key.
Personally identi able information (PII) is never stored within the Xperis platform, and it
is not possible to trace the data back to a speci c individual. Consent to participate in the
study is obtained directly through the Unity-based applications, which present the terms of
participation prior to data entry. If a participant later chooses to withdraw their consent, the
system allows the responsible researcher to locate and permanently delete the corresponding
data using the participant's identi er. These measures ensure that ethical standards and data
protection requirements are upheld throughout the data lifecycle.

In the ExperimentData class, in addition to the identi er and data collected, it was also
necessary to include the format and date of obtaining this data. The Class Diagram presented
in Figure 3.1 shows core relations between this three classes.

The experimenters involved in the experiment are represented byser class. The re-
searcher who owns the experiment must be mapped in theser eld in the Experiment class.
To di erentiate the various members of the experiment, two elds are required: membersand
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assistants . An experiment member is another researcher from the same institution who can
create new experiments and collaborate with experiment owners. An experiment assistant
assists researchers in capturing and analyzing the data. They are not allowed to modify the
basic data of the experiment. These roles will be discussed in more detail in Section 3.5.1.

The complete class diagram contains 13 classes and is shown in Figure 3.2. The presented
classes have the following responsibilities:

User Class that represents a user in the system. It stores personal data such as password and
email and allows one to control access to the system.

Role Enum that represents the role of a user in the system (e.g., admin, master, user).
Institution ~ Class that represents an institution with associated researchers.

ExperimentStatus Enum that represents the status of an experiment (e.g., created, con-
rmed, started, nished).

Experiment Class that represents an experiment. Through this class, it is possible to list all
the users involved in the experiment as well as record the progress of the phases and
their current status.

ExperimentMetaData Class that represents metadata associated with an experiment. It rep-
resents the type of data that will be stored in the experiment, the type of media, and
the expected structure.

ExperimentData Class that represents data associated with an experiment. This is really
the centrepiece of the system and is responsible for storing the data collected in the
experiment encoded into base64 format.

DataTemplate Class that represents a data template. It is a metadata model that can be
reused in other experiments.

IViewer Interface that represents a generic viewer for di erent media types. Any new plugins
that are added to the system must be implemented using this interface.

CSVViewerClass that represents a viewer for Comma Separated Values (CSV) media type.
Extends IViewer for displaying and exporting data stored in CSV format

XDFViewerClass that represents a viewer for Extensible Data Format (XDF) media type.
Extends IViewer for displaying and exporting data stored in XDF format

ActionLog Class that represents an action log related to experiments. This class stores all
user actions. These actions can b&dPDATIPOWNLOAD DAPBRATE DATA

AbstractAuditable Class that represents an abstract auditable entity. It contains the audit
elds to control when each system record is created and changed.

Classes marked with Auditable are auditable entities, which means they track creation and
modi cation information through the attributes inherited from the AbstractAuditable class.



3.2 Data Model
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Figure 3.2

UML Class Diagram: Final version with all classes, interfaces and enums.
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Figure 3.3 Model View Controller (MVC) diagram of the Xperis application, highlighting the
main classes and their interactions.

3.3 Application Architecture

In this section, we present the Xperis application architecture, which integrates Java Spring
Boot (Walls, 2016) as the backend framework and Angular (Fain and Moiseev, 2018) as the
frontend framework. We start by providing an overview of a web application architecture
standard called model-view-controller (MVC) and how it was used in the project.

The Model-View-Controller (MVC) architecture is a widely adopted pattern for web ap-
plication development. It divides the application into three components: Model, View, and
Controller. The Model represents the data and business logic, the View handles the user inter-
face, and the Controller acts as an intermediary, handling user input and updating the Model
and View accordingly. This separation of concerns promotes modularity, maintainability, and
code reusability. The MVC architecture of Xperis is presented in Figure 3.3.

In a Java Spring Boot and Angular application, the Model consists of entities or data
transfer objects (DTOs) that interact with the database. The View is implemented using
HTML templates, CSS stylesheets, and Angular components to render the user interface.
The Controller, in Spring Boot, handles HTTP requests, invokes business logic, and returns
responses, while in Angular, it is implemented through services that communicate with back-
end APIs and manage data ow. The MVC architecture facilitates independent development,
testing, and modi cation of components, leading to cleaner code, easier maintenance, and
improved collaboration among development teams.

Spring Boot, a popular Java framework for web development, streamlines the process by
0 ering a rich set of features and a convention-over-con guration approach. Its architecture,
centered on starters and precon gured dependencies, enables rapid application setup while
leveraging the Spring ecosystem's modules like Spring Data and Spring Security. Following the
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Figure 3.4 Component diagram showing the web portal, the application, and the database
server main components.

Model-View-Controller pattern, Spring Boot simpli es data handling, client interactions, and
request handling through auto-con guration and annotations, allowing developers to focus on
business logic rather than complex setups.

Conversely, Angular, a frontend framework, utilizes TypeScript for dynamic web applica-
tion development. It employs a component-based architecture that divides applications into
reusable components, thus facilitating easier maintenance. Angular's MVC pattern separates
concerns: the Model handles data, Views render Ul with HTML and CSS, and Controllers
manage logic via Angular services. Features include routing, form validation, and integration
with Angular CLI for e cient project management.

After those de nitions we focus in the speci ¢ details of the application. The Xperis com-
ponent diagram, depicted in Figure 3.4, highlights the interactions between the application,
the user, and other systems. Within the Xperis Server box, it is possible to observe three
di erent components: the application server, the user interface, and the database.

The graphical interface or web portal, as previously described, uses the Angular framework
and runs within a static embedded container server. It includes all main functionalities, such
as user management, experiment creation, experiment data upload, and even con guration of
plugins to display data. It has a top menu bar with four items. The Entity menu includes
options such as Institution, Experiment, Metadata, Data, and Templates. For each of them,
there are options to create, view, edit, and delete items. The Administration menu includes
User Management, Metrics, Con guration, Logs, Data Types, and Plugins. These options
are available according to the user's pro le, which can be administrator, master, or user.
The Language menu shows 2 options: English and Portuguese, although it is possible to
add more languages using Java i18n, which provides internationalization support through
resource bundles. The Account menu includes User Settings, Password Change, and Logout.
A detailed description of each functionality is provided in Section 3.5.
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The main application, written in Java JDK 11 using the Spring Boot framework, also runs
in this container. With Spring Boot, the application is packaged as an executable JAR le
that includes the Undertow embedded server, making the application self-contained and easy
to distribute. When we run the Spring Boot application, the embedded server starts up and
listens for incoming HTTP requests on a speci ed port. It then routes the requests to the
appropriate Representational State Transfer (REST) endpoint based on the de ned mappings.
The endpoint methods execute the necessary business logic, access data from databases or
external services, and produce the desired response, which is then sent back to the client.
Provides a REST API interface that contains all the services needed to serve the graphical
interface, as well as for data input and view performed by external systems. In this context,
the only external system considered is a prototype developed by a HEI-Lab researcher in the
Unity game engine (Unity Technologies, 2005), as will be discussed in the next chapter. The
main application is divided into four major packages, namely the controller, service, domain,
and repository, as shown in Figure 3.4. The rst deals with the external connection using
the HTTP protocol and the REST standard. The service package contains the business rules
related to each of the functionalities. The domain package describes the entities. Finally, the
repository deals with the connection to the database. These packages are supported by others
such as security, con guration and utility.

The last component is the MongoDB server (Chodorow, 2013). It is an independent
application running on the same machine that is responsible for managing the database sys-
tem. MongoDB is a powerful, exible, and scalable NoSQL database system designed to
handle vast amounts of data with ease. It follows a document-oriented model, storing data
in JSON-like documents that can vary in structure (Crockford, 2006), allowing dynamic and
agile data management. With its intuitive query language, MongoDB o ers e cient data re-
trieval and manipulation, making it ideal for applications with evolving data requirements. Its
distributed architecture and automatic sharding enable seamless horizontal scaling, ensuring
high availability and performance. MongoDB's robust features, including built-in replication,
indexing, and support for geospatial data, empower developers to build modern, data-driven
applications that can adapt to the ever-changing demands of the digital landscape.

3.4 User Experience

sec:userexperience The development of Xperis utilized a existing theme and design tem-
plate from JHipster (JHipster Team, 2013) to streamline the creation process while maintain-
ing a strong focus on user experience (UX). The template provided a consistent and visually
appealing layout, which was customized to meet the speci ¢ requirements of researchers. Tai-
loring the color scheme, typography, and branding elements ensured the application appeared
professional and approachable, aligning with its purpose of facilitating e cient experiment
management and data collection.

To enhance usability, the template's navigation structure was modi ed to prioritize fea-
tures critical to HCI researchers, such as experiment creation, participant management, and
experiment data visualization. Initial usability testing with a sample of potential users re-
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vealed that the default layout included redundant components that could distract from core
tasks. Based on this input, the interface was streamlined by removing irrelevant widgets and
optimizing the placement of essential tools, ensuring tasks could be completed e ciently.

Accessibility was a key focus during the adaptation of the pre-existing design. While
the original theme adhered to basic accessibility standards, it was reviewed against WCAG
guidelines, and additional improvements were implemented. These included enhancing color
contrast for readability, providing descriptive alt text for graphical elements, and enabling
full keyboard navigation to support users with diverse abilities. Performance optimization
further re ned the application, reducing load times and ensuring smooth functionality even
on devices with limited processing power.

By customizing the pre-existing theme with a user-centered approach, the application
e ectively supports the unique needs of HCI researchers. The clean design, intuitive interface,
and accessibility features were well-received during usability evaluations, demonstrating that
thoughtful adaptation of pre-designed elements can result in a highly e ective and user-
friendly tool.

3.5 Features and Functionality

In this section we will present the main features and functionality of the Xperis web
application. We begin by providing an overview of the user pro les and their respective roles
and responsibilities. Then we discuss the user management functionality, which is available to
administrators. Next, we describe the institution management functionality that is available
to administrators and researchers. The experiment management functionality, available to
researchers, is then explored. Finally, we discuss the template management functionality, also
available to researchers. More detailed information on the features and functionality can be
found in the User's Guide in Appendix A.

3.5.1 User Proles

Xperis is designed to accommodate a diverse user base, each with specic roles and re-
sponsibilities tailored to their involvement in the research process. The system categorizes
users into three primary pro les: administrators, researchers, and participants. These distinct
pro les help create a structured and e cient environment for experiment management.

Administrators  wield comprehensive control and authority over the system. They play a
critical role in the setup of the application, the con guration of permissions and the
management of user accounts. Administrators are responsible for ensuring the system's
integrity and overseeing its smooth operation. They have the ability to create, modify,
and delete experiments, institutions, and user accounts. Additionally, they can de ne
data types, integrate plugins, and access the system's con guration settings. This pro le
is crucial for the overall governance of Xperis, ensuring its security and functionality.
The name of this pro le is ADMIN.
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Figure 3.5 Web Portal's User Management rst page listing all registered users and its func-
tionalities.

Researchers form the core user group of Xperis and are responsible for creating, conduct-
ing, and analyzing experiments. This pro le caters to researchers engaged in various
scienti ¢ disciplines, from psychology to social sciences. Researchers can create exper-
iments, de ne metadata structures, and collaborate with colleagues within the system.
They possess the ability to invite collaborators to their experiments and collect data
e ectively. Although researchers have substantial control over their experiments, they
operate within the con nes of administrator-de ned system settings. This ensures data
security and integrity while granting researchers exibility in the execution of their ex-
periments. Researchers are the primary bene ciaries of the features of Xperis, as they
can focus on their research objectives without being encumbered by the administrative
aspects of experiment management. The name of this pro le is MASTER.

Assistants are individuals who contribute to experiments as data collectors. They have a
more limited scope of actions within the system, aligning with their speci c role. They
are responsible for entering data and contributing to the success of experiments. Assis-
tants have read-only access to the experiment data, ensuring the preservation of data
integrity. This pro le is invaluable for researchers conducting large-scale experiments
that require the involvement of numerous participants. The name of this prole is
USER.
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Figure 3.6  Web Portal's Institution Management rst page listing all registered institutions
and its functionalities.

3.5.2 User Management

The administrator pro le is responsible for managing user accounts. Administrators can
create, modify, and delete user accounts, as well as assign roles to users. The administrator
can also view a list of all users and their respective roles. This functionality is available
through the User Management option in the Administration menu. Figure 3.5 shows the
user management page, where administrators can view a list of all users and their respective
roles. Administrators can also create new users, edit existing users, and delete users. The
administrator can also assign roles to users, granting them access to speci ¢ features and
functionality: ADMIN, MASTER or USER.

When a new user is created in the system, an email is sent to the user's email address
with a link to activate the account. The user must click on the link to activate the account
and set a password. This process ensures that only authorized users can access the system.
The administrator can also reset a user's password if necessary.

After the user is created and activated, they can log in to the system using the credentials
provided during the registration process. The user can then access the system's features and
functionality according to their assigned role. The administrator can also deactivate a user's
account if necessary. This prevents the user from logging in to the system and accessing its
features and functionality. The administrator can reactivate the user's account at any time.

3.5.3 Institution Management

The administrator or researcher are responsible for managing institutions. Institutions are
organizations that conduct research experiments. Institutions can be universities, research
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Figure 3.7 Web Portal's Experiment Management rst page listing all registered experiments
and its functionalities.

centers, or private companies. Institutions are associated with users, and each user belongs
to one institution. The administrator/researcher can create, edit, and delete institutions, as
well as view a list of all institutions. This functionality is available through the Institution
option in the Administration menu. Figure 3.6 shows the institution management page,
where administrators/researchers can view a list of all institutions. For each institution,
administrators/researchers can view the institution's name and the users associated with it.
They can update the institution's name and add/remove users from it.

3.5.4 Experiment Management

Only researchers can manage experiments. Experiments are the core entities in the system,
representing the research projects conducted by researchers. Experiments are associated with
researchers, and each researcher can create multiple experiments. The researcher can create,
edit, and delete experiments, as well as view a list of all experiments that belong to them.
This functionality is available through the Experiment option in the Entity menu. Figure 3.7
shows the experiment management page, where researchers can view a list of all experiments.
For each experiment, researchers can view/edit the experiment's name, description, start date,
nish capture date and nish date. The status is calculated automatically.

They can also add/remove members and assistants to/from the experiment. Members
are other researchers that also contribute to experiment, and are thus also able to manage
it. Assistants are individuals who contribute to experiment as data collectors. They have
read-only access to experiment data, ensuring the preservation of data integrity.

After creating an experiment, the researcher can add metadata to it. Metadata describes
the data that will be collected during the experiment. The researcher can de ne the metadata
structure and respective data type. This functionality is available through the Metadata op-
tion in the Entity menu. Figure 3.8 shows the metadata management page, where researchers
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Figure 3.8 Web Portal's Experiment Metadata Management rst page listing all registered
metadata and its functionalities.

can view a list of all metadata associated with an experiment. For each metadata, researchers
can view/edit the metadata's description, data mime type, and data structure. They also can
download all data collected. All updates and downloads are logged in the system and can be
viewed in metadata's view page.

3.5.5 Templates Management

The researcher can also de ne data templates, which are prede ned metadata structures
that can be reused in multiple experiments. This functionality is available through the Data
Type Templates option in the Entity menu. Figure 3.9 shows the template management
page, where researchers can view a list of all templates. For each template, researchers can
view/edit the template's name, data mime type, and data structure.

After creating a data template, researchers can add it to an experiment. This functionality
is available through the Metadata button in the Data Templates List showed in Figure 3.9.

In that page, researchers can choose an experiment to use the chosen template.

3.5.6 Plugin Management

In the experiment metadata list, shown in Figure 3.8, researchers and assistants can also
see the amount of data already collected and access the data viewer. The data viewer is a
plugin that allows researchers to visualise the data collected during the experiment. The data
visualiser plugin is speci c to each mime type.

Only the administrator can add new plugins to the system. This functionality is avail-
able through the Plugins option in the Administration menu. Figure 3.10 shows the plugin
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Figure 3.9 Web Portal's Template Management rst page listing all registered templates and
its functionalities.

Figure 3.10 Web Portal's Plugin Management rst page listing all registered plugins and its
functionalities.
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Figure 3.11  Web Portal's Experiment Data Management rst page listing all collected data
and its functionalities.

management page, where administrators can view a list of all plugins. For each plugin, admin-
istrators can view/edit the plugin's name, class name, JAR le, and data mime type. They
can also add a new plugin to the system by uploading its JAR le. This plugin needs to be
developed using the plugin core library implementing the interfacePlugininterface and the
method executePlugin() . The plugin core library is available in the Xperis repository.

Administrators can also deactivate a plugin, preventing it from being used in experiments.
The administrator can reactivate the plugin at any time. This functionality is also available
in the plugin list page showed in Figure 3.10 through the button status. The status can be
Deactivated , Activated or Invalid . The status Invalid means that the plugin uploaded is
not compatible with the system.

3.5.7 Data Management

Users can access the data management functionality. This functionality is available
through the Data option in the Entity menu. Figure 3.11 shows the data management page,
where users can view a list of all data associated with an experiment metadata. For each data,
users can view/edit the data's metadata, participants, and data le. They can also download
the data le. All updates and downloads are logged in the system and can be viewed in data's
view page.

3.5.8 Application Programming Interface (API)

Xperis is not merely a standalone web application; it serves as a versatile platform that
fosters seamless integration with other systems, allowing for e cient data exchange and col-
laboration. The heart of this interoperability lies in its robust API. The Xperis API al-
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Figure 3.12 Web Portal's API Documentation page listing all active endpoints and its param-
eters.

lows researchers, administrators, and institutions to connect their existing systems and tools,
streamlined the process of sending and receiving data.

Through an intuitive RESTful API, Xperis enables the creation, retrieval, modi cation,
and deletion of entities such as users, institutions, experiments, metadata, and data. The
API also provides endpoints for uploading and downloading data les. The API is secured
using JSON Web Tokens (JWT), which are used to authenticate and authorize users. The
APl is documented using Swagger (SmartBear Software, 2011), which provides a user-friendly
interface for exploring the API's endpoints and their respective parameters. The API docu-
mentation is available at Xperis web site, as shown in Figure 3.12.

The access to the API also respect the system roles. TheDMINole has full access to the
API, while the MASTERd USERoles have limited access. Th&MASTERIe can only access the
API endpoints related to experiments, metadata, and data. TheUSERole can only access the
API endpoints related to data upload. The API endpoints related to users and institutions
are only accessible to users with the ADMIN role.

The following example illustrates how to use the API. To send the collected data to each
participant of an experiment, one can use theExperimentDataresource. Here is an example
of the call using curl (Daniel Stenberg, 1998) command:

curl --location --request POST ' http://localhost:8080/api/experiment-data "
--header ' user-api-key: 61425538d5a03d512659c6fb \

--header ' Content-Type: application/json " \

--data-raw '{

"participants" : "D04",



3.5 Features and Functionality 23

"data" : "MTk7ZmVtYWxIO1BvcnR1Z3VIc2U7NDsxOzE=",
"dataContentType" : "text/csv",
"experimentMetaData” : {

"id" : "6182046¢cb28165018a7aeb56"

In this example, curl connects to the API using the user-api-key header with the ex-
preriment owner authentication, sending JSON data containing the participant identi er, the
actual experiment data (in Base64 encoding), the data type, and respective metadata ID, as
registered in the platform.






Chapter 4

Results

Since it was not possible to conduct tests with real users before the nal installation of
the platform, only local tests simulating interactions with the Postman (Postman, Inc., 2012)
and a remote test with the assistance of a HEI-Lab researcher were performed to validate the
integration with an experiment system developed in the Unity game engine.

4.1 Local Test

The local test was executed on a personal computer with a Linux environment and a local
MongoDB database. The system was started from the command line:

Jmvnw

making the application available at http://localhost:8080

For con guring the test, data from a questionnaire, entitled Questionnaire D, was used to
create the experiment in Xperis (see Table 4.1). It contains the metadata of sociodemographics
guestions like description, type, and expected values applied to the participants.

Abbrev. Label Type Value

Date Day/Time String  dd/mm/lyyyy

Age Age Int (valid 18 90)

Gender Gender String 1. Male; 2: Female; 3: Other

Nat Nationality String 1: Portuguese; 2: Other

Educ Education Int 1. 1st cycle; 2: 2nd cycle; 3: 3rd cycle; 4:

Secondary Education; 5: Bachelor's Degree; 6:
Master's Degree; 7: Doctorate

Civ Marital status Int 1. Single; 2: Dating/signi cant relationship; 3:
Married or cohabiting; 4: Divorced or separated,;
5: Widowed

Prof Professional status Int 1: Student; 2: Student-worker; 3: Worker (em-

ployed or self-employed); 4: Unemployed; 5. Re-
tired 6: Professional leave

Table 4.1 Description, Type and Expected Values for the rst questions of Sociodemographics
Questionnaire D
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Figure 4.1 Web Portal's Experiment and Experiment Metada pages listing the inserted records
for Questionnaire D

Thus, the rst part of the test involved entering the questionnaire data above into the
system. This activity was performed directly on the portal through the management pages
mentioned in the previous chapter. In the end, an institution, an experiment, and metadata
related to the questionnaire questions were inserted. Figure 4.1 shows the experiments and
metadata management screens with the inserted data. In addition, the names of the questions
were transcribed as a CSV data structure to be used as a template. This data structure will
later be used as the header of the nal CSV le containing all the collected data. The data
structure was de ned in Portuguese as:

1.ldade;

2.Género;
3.Nacionalidade;

4 Escolaridade;
5.Estado Civil;
6.Situacdo Profissional

In the second part, we enter the responses using the REST API interface that simulates
an interaction between the experiment system and Xperis. For this, the Postman software
was used. Figure 4.2 shows the request screen.
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Figure 4.2  Postman application screen that shows a request to add data to the experiment
through POST /metadat&REST API endpoint.

The data was sent in the request as a CSV record encoded in Base64. The complete JSON
request is shown below:

{
"participants” : "D04",

"data" : "MTK7ZmVtYWxIO1BvcnR1Z3VIc2U7NDsxOzE=",
"dataContentType" : "text/csv",
"experimentMetaData" : {

"id" : "67ccbbbfa8fcallbcc7eelaf”

}

That data value above corresponds to the following answers in CSV format:
19;female;Portuguese;4;1;1

In this way, after repeating this call for six di erent participants, it was possible to check
that the data had been entered correctly into the system, using the CSV Viewer plugin.
After all Postman executions, six new records appear in Xperis Web interface. From the
Experiment Metadata Management page, the CSV plugin button was triggered, generating,
and downloading a CSV le. The generated CSV le contained the headers and responses of
all participants, as can be seen in Figure 4.3.



28 Results

Figure 4.3 Google Sheets screen that shows a CSV le generated by Xperis after registering
data from 5 participants.

4.2 Remote Test

The initial integrations with the Xperis system began in early 2022, with the collaboration
of a HEI-Lab team member. This collaborator developed a Unity-based interface for admin-
istering the socio-demographic questionnaire D and implemented the integration required to
transmit the collected data to the Xperis system.

To evaluate the integration, a test was conducted simulating participant interaction with
the Unity application. The test began with the manual completion of the questionnaire
directly within the Unity interface, mimicking the experience of a real participant. Figure 4.4
presents three screenshots of this application:

" The rst screen displays the questionnaire title and the initial four questions from Ta-
ble 4.1.

" The second screen contains behavioral questions from the DS14 scale.
" The third screen shows the nal set of questions related to the participant's experience.

Participants could respond by selecting options or entering text where required. Upon
completing the questionnaire, the application automatically transmitted the responses to the
Xperis platform using HTTPS requests via the REST API.

Figure 4.5 illustrates the Experiment Data Management page on the Xperis web por-
tal, which lists all records received from the Unity integration. This interface also includes
functionality to download individual data les, with the format speci ed in the associated
metadata.

Upon completion of the questionnaire in the Unity application, the data entered by the
participant was automatically transmitted to the Xperis platform. This communication oc-
curred via secure HTTPS requests using the Xperis REST API. Each request included the
guestionnaire responses along with metadata such as the experiment ID and participant code.
The API processed the incoming data and con rmed successful receipt with status codes,
ensuring data integrity and delivery.

Once received by the system, the data was stored in the Xperis database and made imme-
diately available in the Experiment Data Management section of the Xperis-HCI web portal.
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Figure 4.4  Unity Application screens related to sociodemographics, behavioral and experience
guestions.

Figure 4.5 Web Portal's Experiment Data Management rst page listing all received data from
Unity integration.
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